UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

TINH HUNG YEN Poc lap - Tu do - Hanh phic
Sé: 95 /KH-UBND Hung Yén, ngc‘zyo& thang 10 nam 2025
KE HOACH

Ung pho s ¢6 an toan thong tin mang
trén dia ban tinh Hung Yén

Can cvr Ludt Cong nghé thong tin ngay 29/6/2006,

Can cu Ludt An toan thong tin mang ngay 19/11/2015;

Can cve Ludt An ninh mang ngay 12/6/2018;

Céin cir Nghi dinh sé 85/2016/ND-CP ngay 01/7/2016 cua Chinh phii vé
bao dam an toan hé thong thong tin theo cap do,

Céin cit Thong tw s6 20/2017/TT-BTTTT ngay 12/9/2017 ciia Bé Théng tin
va Truyén théng (nay la Bo Khoa hoc va Cong nghé) quy dinh vé diéu phoi, ung
cuitu sw co an toan thong tin mang trén toan quoc;

Can cir T) héng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia B Thong tin
va Truyén thong (nay la B6 Khoa hoc va Cong nghé) quy dinh chi tiét va huéng
dan mét s6 diéu cia Nghi dinh s6 85/2016/ND- -CP ngay 01/7/2016 cua Chinh phu
vé bao dam an toan hé thong théng tin theo cap do;

Cén cie Quyét dinh s6 05/2017/QD-TTg ngay 16/3/2017 cia Thii twong
Chinh phu vé ban hanh quy dinh vé hé thong phuwong dn ung ciru khan cap bao
dam an toan thong tin mang quoc gia;

Can cu quet dinh sé 1 622/0D-TTg ngay 25/10/2017 cua Thu fu"ong Chinh
phii phé duyét Bé dn Pdy manh hoat déng ciia mang ludi tng cieu S co, ting
cuong ndng luc cho cdc cdan bg, bo phdn chuyén trdach ung cuu sy o an toan
thong tin mang trén toan quoc den 2020, dinh hudng dén 2025;

Céin cir Quyét dinh s6 1017/0D-TTg ngay 14/8/2018 ciia Thii tuéng Chinh
phu phé duyét Dé dn gidm sdt an toan thong tin mang doi voi hé thong, dich vu
cong nghé thong tin phuc vu Chinh phu dén nam 2020, dinh hudng dén nam 2025,

Can cur Quyet dinh s6 964/QD-TTg ngay 10/8/2022 cua Thu tuong Chinh
phii phé duyét Chién luge An toan, An ninh mang quoc gia, chu dong ung pho voi
céc thach thire khéng gian mang dén ndm 2025, tam nhin 2030;

Can cir Chi thi s6 14/CT-TTg ngay 25/5/2018 ciia Thui tuéng Chinh phii vé
viéc ndng cao nang luc phong chong phdan mém doc hai,

Chi thi sé 14/CT-TTg ngay 07/6/2019 cia Thii tuéng Chinh phii vé viéc
tang cuong bao dam an toan, an ninh mang nham cai thién chi so xép hang cua
Viéet Nam,

Can cit Chi thi s6 18/CT-TTg ngay 13/10/2022 cua Thii twéng Chinh phii vé
day manh trién khai cic hoat dong vng ciiu sy ¢6 an toan théng tin mang Viét Nam;
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Céin cik Chi thi s6 09/CT-TTg ngay 23/02/2024 cua Thu tuéng Chinh phi
vé tuan thu quy dinh phdp ludt va tang cuong bao dam an toan hé thong thong tin
theo cap do,

Cén cir Chi thi s6 60/CT-BTTTT ngay 16/9/2021 cua Bo Thong tin va
Truyén thong (nay la Bé6 Khoa hoc va Cong nghé) vé viéc to chire trién khai dién
tap thuc chién bao dam an toan thong tin mang;

Uy ban nhan dan tinh Hung Yén ban hanh Ké hoach Ung phé su ¢d, bao
dam an toan thong tin mang trén dia ban tinh, nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

- Bao dam an toan thong tin cho cac hé thong thong tin quan trong trén dia
ban tinh. Nghién ciru, thu thap, xac minh, danh gia, canh bao vé su co, rui ro an
toan thong tin mang va phan mém ddc hai. Dieu tra, phan tich cac hoat dong an
toan thong tin lién quan dén tinh huong, su co an toan thong tin mang nhdm nhanh
chdéng khoi phuc hoat dong, giam thiét hai; de ra cac giai phap tng pho khi gép
su ¢O0 mat an toan thong tin mang.

- Tao chuyén bién manh mé& trong nhan thurc vé an ninh mang, an toan thong
tin doi vGi can bd, céng chirc, vién chirc trong cac co quan nha nudc cua tinh.

- Xay dung, phat trién Doi ing ctru sur cb an toan thong tin mang c6 day du
kién thirc, k¥ nang xur 1y sy ¢O an toan thong tin mang dam bao linh hoat, hiéu
qua, phu hgp vdi yéu cau thuc te.

- Pam bao cac ngudn luc va céc diéu kién can thiét dé sin sang trién khai
kip thoi, hiéu qua cac phuong an ing ctru khan cap su co an toan thong tin mang.

2. Yéu cau

- Céc hé thong thong tin cua céc co quan, don vi, dia phuong phai dugc
danh gia hién trang va kha nang bao dam an toan thong tin mang; du béo cac nguy
co, su c0, tan cong mang cé thé xay ra dé dua ra phuong an tng pho, ing clru su
co kip thoti, phu hop.

- Hoat dong tmg ctru su ¢b an toan thong tin mang phai chuyén tir bi dong
sang chu dong, bao gom: Chu dong thuc hién san lung moi nguy hai va ra quét 16
hong trén cac hé thong thong tin trong pham vi quan ly.

- X4c dinh cu thé cac ngudn luc, giai phéap td chirc thuc hién va kinh phi dé
trién khai cac ndi dung cua Ké hoach, bdo dam kha thi, hiéu qua.

- Thudng xuyén trao doi thong tin, chia sé kinh nghiém trong cong tac dam
bao an toan thong tin gitta cac co quan nha nudc trén dia ban tinh; tdng cuong su
phoi hgp, ho trg cua co quan diéu phoi quoc gia vé tmg ctru su c6 (VNCERT).

- Tham gia thuong xuyén, day du cac chuong trinh dién tap tinh hubng hoic
thuc chién vé Umg clru su ¢o an toan thong tin mang do cac co quan chuyén trach
t6 churc.



II. CAC QUY DPINH CHUNG

1. Pham vi va ddi tuwong

Ung phé su ¢6 an ninh mang, an toan thong tin d6i voi hé thong thong tin cac
co quan, don vi, dia phuong, t6 churc chinh tri - xa hdi trén dia ban tinh Hung Yén.

2. Nguyén tic, phwong chim tng phé sw cb

- Tuén thu cac quy dinh phap luat vé diéu phdi, ing ctru sy ¢6 an ninh
mang, an toan théng tin mang.

- Chu dong, kip thoi, nhanh chéng, chinh xac, d(‘”)ng bo va hiéu qua; phéi
hop chat ché, chinh xac, dong bd va hiéu qua gitra cac co quan, don vi.

- Ung ctru sy ¢6 trude hét phai dugc thuc hién, xir Iy bang luc luong tai chd
va trach nhiém chinh cta chd quan hé thong thong tin.

- Théng tin trao ddi trong mang ludi phai dugc kiém tra, xac thuc ddi tuong
trude khi thue hién cac budce tac nghiép tiép theo.

- Bao dam bi mat thong tin khi tham gia, thuc hién cac hoat dong tng ctru
su ¢0 theo yéu cau cua co quan dieu phoi quoc gia hodc co quan, t6 chure, ca nhan
gép su 0.

3. Cac lwe lwgng tham gia ng phé s c6

- Chii quan hé théng thong tin; don vi quan ly, van hanh hé théng thong tin.

- Céc s0, ban, nganh, doan thé cua tinh; UBND céc x4, phuong; cac co
quan, don vi, doanh nghiép co6 lién quan.

- P6i Ung ctru su ¢b an ninh mang tinh Hung Yén (co quan Thuong truc
la Cong an tinh).

- Doanh nghiép cung cap dich vu an toan thong tin mang.

- Moi céac co quan chuyén trach cia céc bg, nganh c6 chirc nang tng ctru
su ¢O an ninh mang, an toan thong tin mang cung tham gia.

4. Chirc ning, nhiém vu, trach nhiém va co ché, quy trinh phéi hop
giira cac co’ quan, don vi

- Céng an tinh: Pon vi chuyén trach vé an toan thong tin mang cua tinh
Hung Yén (theo Quyét dinh s6 332/QD-UBND ngay 18/7/2025 cua UBND tinh)
¢6 trach nhiém thuc hién t6 chirc trién khai hoat dong g pho su c6 an toan thong
tin mang day du, kip thoi theo quy dinh tai Quyét dinh so6 05/2017/QD-TTg,
Thong tu s6 20/2017/TT-BTTTT va cac va cac nhiém vu khéc khi xay ra sy ¢6.

- B6i ung clru su ¢ an toan thong tin mang cua tinh: Lyc lugng chinh tham
gia cac hoat dong g clru su c0 an toan thong tin mang; thuc hién nhiém vu theo
Quy ché hoat dong cua Doi; tham gia hoat dong Uing ctru khan cap bao dam an
toan thong tin mang quoc gia khi cé yéu cau tir Trung tdm Ung ctru khan cap
khong gian mang hodc cac bg, nganh c6 lién quan.
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- Trung tdm Dir liéu va Chuyén d6i s6 (thudc So Khoa hgc va Cong nghé):
Chiu trach nhiém xay dung, thuc thi cac quy dinh vé an toan bao mat thong tin
mang, quan ly, khai thac va vén hanh Trung tam tich hop dir liéu; tham gia Doi
Ung curu su ¢ an ninh mang cua tinh; xu ly, rng cru cac su ¢0 vé an toan thong
tin, an ninh mang xay ra trén dia ban tinh Hung Yén khi ¢6 yéu cau cua don vi
diéu phoi.

- Phong An ninh mang va phong, chdng t6i pham str dung coéng nghé cao,
Cong an tinh c¢6 trach nhiém t6 chiric quan ly, trién khai gidm sat an toan thong tin,
canh bao vé an toan thong tin; 1a dau moi di€u phoi ky thuat dé xu ly thong tin vi
pham phap luat trén khong gian mang theo quy dinh cua phap luét; t6 chuc trién
khai, két noi chia sé thong tin vdi Trung tdm An ninh mang quoc gia thude Cuc An
ninh mang va phong, chong t6i pham sur dung cong nghé cao, B6 Cong an.

- Céc co quan, don vi, dia phuong: Cé trach nhiém ctr can b, cong churc,
vién chire phu trach, theo ddi cong tac bao dam an toan thong tin cua don vi tham
gia Doi ing clru su ¢b an ninh mang cua tinh; phbi hop véi don vi chuyén trach
ting ctru su ¢b an toan thong tin mang cua tinh trong cong tac img pho, xr ly cac
su cO.

- Doanh nghiép cung cap, xay dung cac hé thong thong tin: Phéi hop véi
Céng an tinh, chi quan hé thong thong tin, don vi quan ly, van hanh hé thong
thong tin trong cong tac ung pho, xu ly cac sy cd an toan thong tin lién quan hé
thong thong tin do minh xay dung hodc cung cap.

III. NOQI DUNG THUC HIEN

1. Panh gia cic nguy co, su co an toan thong tin mang

1.1. Banh gia hién trang va kha nang bao dam an toan thong tin mang cua
hé thong thong tin va cac ddi tuong can bao vé; danh gia, du bao cac ‘nguy co, su
cb, tAn cong mang c6 thé xay ra véi cac hé thong thong tin va cac doi tuong can
bao vé; danh gia, du bao cac hau qua, thiét hai, tac dong néu xay ra su co; danh gia
vé hién trang phuong tién, trang thiét bi, cong cu hd trg nhan luc, vat luc phuc vu
doi phd, tmg ctru, khac phuc su ¢o (bao gom ca don vi cung cap dich vu néu ¢o).

- Bon vi chu tri: Pon vi quan ly, van hanh hé théng thong tin.

- Pon vi phéi hop: Phong An ninh mang va phong, chdng t6i pham st dung
céng nghé cao, Cong an tinh; Trung tam Dir liéu va Chuyén doi s6, S& Khoa hoc
va Cong nghé; cac doanh nghiép cung cap dich vu an toan thong tin mang (truong
hop thué dich vu) va cac co quan, don vi khac ¢6 lién quan.

- Thoi gian thuc hién: Thuong xuyén.

1.2. Chu dong thuc hién sin ling mdi nguy hai va ra quét 16 hong bao mat
doi véi cac hé thong thong tin trong pham vi quan ly; khac phuc céc 16 hong, diém
yéu theo canh bao cta co quan chirc nang (thuc hién theo quy dinh tai Chi thi s6
18/CT-TTg ngay 13/10/2022 cua Thu tuéng Chinh phu).

- Pon vi chu tri: Pon vi quan 1y, van hanh hé thong thong tin.

- Pon vi phéi hop: Phong An ninh mang va phong, chéng t6i pham st dung



cong nghé cao, Cong an tinh; Trung tam Dir liéu va Chuyén dbi sd, S¢ Khoa hoc
va Cong nghé; cac doanh nghié€p cung cap dich vu an toan thong tin mang (truong
hop thué dich vu) va cac co quan, don vi khac c6 lién quan.
- Thoi gian thuc hién: Hang nam (t6i thiéu 01 1an/06 thang).
2. Phwong an ddi phé, ing ciru doi véi mot s6 tinh hudng su ¢6 cu thé
Déi voi m5i hé thong thong tin, chuong trinh ung dung, cac co quan, don
vi, dia phuong can xay dung tinh hudng, kich ban su ¢6 cu thé va dua ra phuong
an d6i pho, tng ctru sur cd tuong ung. Trong phuong an déi pho, ing ciru phai dat
ra dL}’Q’C cac tle;u chi dé c6 thé nhanh chong xac d;nh duoc tinh chét, ch gig cua
su ¢0 khi su ¢0 xay ra. Viéc xay dung phuong an doi pho, tmg ctru su ¢6 can bao
dam cac ndi dung:
] Phlwon‘g phdp, cdch thire dé xdc c?_inh nhanh chong, kzp thoin guyen nhdn, nguon
goc sw co nham dp dung phuong dn doi pho, ung cutu, khac phuc su co phu hop
+ Su ¢6 do bi tan cong mang.
~ +Sucodol6i cuia hé théng, thiét bi, phdn mém, ha ting k¥ thuat hodc do
10i duong dién, dudng truyén, hosting...
+ Su ¢b do 13i cua nguoi quan tri, van hanh hé théng.
+ Su ¢b li@n quan}dén cac tham hoa tu nhién nhu bao, lut, dong dat, hoa
hoan va cac su ¢0 gdy mat an toan thong tin mang khac.
Phuong dn déi phé, khdc phuc sw 6 doi véi mét hodc nhiéu tinh hudng
- Tinh hudng su ¢6 do bi tdn cong mang:
+ Tén cong tu chéi dich vu;
+ T4n cong gia mao;
+ Tén cong su dung ma doc;
+ Tén cong truy cap trai phép, chiém quyén diéu khién;
+ Tén cong thay doi giao dién;
+ T4n cong ma hoa phin mém, dit liéu, thiét bi;
+ Tén cong pha hoai thong tin, dit liéu, phan mém;
+ T4n cong nghe trom, gian diép, lay cép thong tin, dir liéu;
+ Tén cong tong hop sir dung két hop nhiéu hinh thirc;
+ Céc hinh thire tAn cong mang khéc.
- Tinh hudng su ¢b do 13i cua hé thong, thiét bi, phdn mém, ha tang k¥ thuat:
+Sir cd ngu(“)n dién;
+Su ¢b duong két ndi Internet;
+ Su ¢b do 16i phan mém, phan ctmg, tng dung cia hé théng thong tin;

+ Su ¢b lién quan dén qua tai hé thong;
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+ Su ¢6 khac do 16i cua hé thong, thiét bi, phan mém, ha ting k¥ thuat.

- Tinh hudng su ¢ do 15i cia ngudi quan tri, van hanh hé théng:

+ Loi trong cép nhat, thay doi, cdu hinh phan cimg;

+ Loi trong cép nhat, thay d6i, cdu hinh phan mém;

+ L4i lién quan dén chinh sach va thi tuc an toan thong tin;

+ L4i lién quan dén viéc dimng dich vu vi ly do bt budc;

+ L4i khéc lién quan dén nguoi quan tri, van hanh hé théng.

- Tin}l huéng su ¢ lién quanldén céc, thién tai, tham hoa tu nhién, nhu bao,
lut, dong dat, hoa hoan va cac su c6 gay mat an toan thong tin mang khac.

Cong tac 16 chire, diéu hanh, pi,zo"'i hop giita cdc luc luong, cdc t6 chirc
trong doi pho, ngdn chdn, ung cuu, khac phuc su co.

- Pon vi chu tri: Cong an tinh.

- Pon vi phdi hop: Trung tam Ung cu'u khan cap khong gian mang Viét
Nam thugc Cuc An ninh mang va phong, ghéng toi pham st dung cong nghé cao,
B6 Cong an; c;éc s@, ban, nganh, doan thé cua tinh; UBND cac xa, phuong; Doi
irng cuu sy ¢0 an ninh mang tinh Hung Yén; Phong An ninh mang va phong,
chéng t0i vpha,m su dung cong nghé cao, Cong an tinh; Trung tam D liéu va
Chuyén doi so, S& tha hoc va Cong ngh¢; Doanh nghiép cung céap dich vu an
toan thong tin mang (néu cd); cac co quan, don vi khac co lién quan.

- Thoi gian thuc hién: Thuong xuyén.

Phu'ong dn vé nhan lyc, trang thiét bi, phan mém, phwong tién, cong cu, va

dw kién kinh phi d@é thue hién, doi phéd, vmg civu, xir 1y doi véi timg tinh hudng su
6 cu thé.

- Pon vi chu tri: Céac co quan, don vi, dia phuong trén dia ban tinh.

- Pon vi phdi hop: Cong an tinh; Péi ing ciru su ¢b an ninh mang cta tinh;
Phong An ninh mang va phong, chong t0i pham sir dung cong ngh¢ cao, Cong an
tinh; Trung tdm Dir liéu va Chuyén doi so, S& Khoa hoc va Cong nghé; Doanh
nghiép cung cap dich vu an toan thong tin mang (néu cd); cac co quan, don vi
khéac co lién quan.

- Thoi gian thuc hién: Thuong xuyén.

3. Trién khai hoat dong thuong truc, diéu phoi, xir 1y, ing ciru sw cb

3.1. B4o cdo su ¢ an toan thong tin mang theo quy dinh tai Piéu 11, Quyét
dinh s6 05/2017/QD-TTg cua Thu tuéng Chinh phu, Diéu 9 Thong tu so
20/2017/TT-BTTTT cua Bo truong Bo Thong tin va Truyén thong (nay la Bo
Khoa hoc va Cong nghé).

- Bon vi thuc hién:

+ Don vi quan ly, van hanh hé thong théng tin bao cao co quan Chi quan
hé thdng thong tin, Poi tmg ctru su ¢b an toan thong tin mang ctia tinh (qua Phong
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An ninh mang va phong, chéng t6i pham su dung cong nghé cao, Cong an tinh);
dong guri Trung tim Ung ctru khan cap khong gian mang Viét Nam thudc Cuc An
ninh mang va phong, chéng t6i pham st dung cong nghé cao, B6 Cong an.

+ Cong an tinh bao cao Chu tich UBND tinh, Co quan diéu phoi quoc gia
va bao cao Co quan thuong truc va Ban Chi dao quoc gia vé ing cutru sy co.

- Thoi gian thuc hién: Ngay khi xay ra su ¢ va dugc duy tri trong sudt qua
trinh Ung ctru su co.

3.2. Tiép nhén, phat hién, phan loai va xir ly ban dau su ¢ an toan thong
tin mang theo quy dinh tai Diéu 12 Quyét dinh s6 05/2017/QD-TTg cua Thu tuéng
Chinh phu va Biéu 10 Thong tu 20/2017/TT-BTTTT cua B trudng Bo Thong tin
va Truyén thong (nay la B Khoa hoc va Cong ngh¢).

- Don vi chu tri: Cong an tinh; Pon vi quan ly, van hanh hé thong thong tin
(cac co quan, don vi); Poi Ung ctru su ¢b an ninh mang cua tinh.

- Pon vi phéi hop: Trung tim Ung ctru khan cap khong gian mang Viét Nam
thudc Cuc An ninh mang va phong, chong t9i pham str dung cong nghé cao, B Cong
an; to chirc, ca nhan guri thong bao, bao cao su co; doanh nghi€p cung cap dich vu
an toan thong tin mang (né€u co); cac co quan, don vi chtrc nang lién quan.

- Thoi gian thyuc hién: Ngay sau khi phat hién su ¢ hodc nhan dugc thong
bao, bao cdo su co cua to chuc, ca nhan.

3.3. Quy trinh Gmg ctru su c¢b an toan thong tin mang thong thuong va
nghiém trong theo quy dinh tai Diéu 13 va bieu 14 Quyét dinh s6 05/2017/Qb-
TTg cta Thi tuéng Chinh phu va Diéu 11 Thong tu 20/2017/TT-BTTTT cua B
truong Bo Thong tin va Truyén thong (nay la B Khoa hoc va Cong nghe).

- Pon vi chu tri: Pdi Ung ctru su ¢6 an ninh mang tinh Hung Yén.

- Pon vi phéi hop: Céc so, ban, nganh, doan thé ctia tinh; UBND céc x4,
phuong; Pon vi quan ly, van hanh hé thong thong tin.

- Thoi gian thuc hién: Thuong xuyén.

4. Trién khai huén luyen, dién tap, phong ngira suw co, giam sat phat
hién, bao dam cac diéu kién sin sang doi pho, u’ng ciru, khiic phuc sw o

Xay dyng cac ndi dung, nhiém vu cu thé can trién khai nhiam phong ngura
su ¢d, giam sat phat hién, huén luyen dién tap, bao dam cac diéu kién san sang
d6i pho, ung ctu, khéic phuc su ¢6. Pong thoi, can dap tmg diing theo quy dinh
tai Chi thi so 60/CT-BTTTT ngay 16/9/2021 cua B Thong tin va Truyén thong
(nay 1a Bo Khoa hoc va Cong nghé) vé viéc t6 chirc trién khai dién tap thuc chién
bao dam an toan thong tin mang, bao gom:

4.1. Trién khai cdc chwong trinh huén luyén, dién tt'l‘p

Tb chirc dién tap cac phuong an d6i pho, ung clru sy cd tuong tng voi cac
kich ban, tinh huéng su ¢b cu the huan luyén, dién tap nang cao ky nang, nghiép
vu ph01 hop, ng ciru, chéng tan cong, xur ly ma doc, khac phuc sy co; tham gia
huén luyén, dién tap ving, mién, qudc gia, quoc té.



- Pon vi chu tri: Doi ung ciu su cd an toan thong tin cua tinh; Cong an
tinh; S& Khoa hoc va Cong nghé.

- Pon vi phéi hop: Pon vi quan 1y, van hanh hé thong thong tin, Trung tim
Ung ctru khan cap khong gian mang Viét Nam thudc Cuc An ninh mang va phong,
chong toi pham st dung cong nghé cao, B Cong an; Doanh nghié€p cung cap dich
vu an toan thong tin (néu co); cac co quan, don vi churc ndng cé lién quan.

- Thoi gian thuc hién: Hang nam.

4.2. Trién khai nhiém vu nham phong ngiva sw c6 va phdt hién sém sw co

Thyc hién nghiém cong tic giam sat, phat hién sém nguy co, su cd; kiém
tra, danh gia an toém thong tin mang va ra quét, boc gd, phan tich, xur ly ma doc;
phong ngira su cb, quan ly rii ro; ngh1en cuiu, phan tich, xac minh, canh bao su
¢0, rui ro an toan thong tin mang, phan mém doc hai; xay dung, ap dung quy trinh,
quy dinh, tiéu chuan an toan thong tin; tuyén truyén, nang cao nhan thirc vé nguy
o, su ¢, tan cOng mang.

- Pon vi chu tri: Cong an tinh; Pon vi quan ly, van hanh hé théng thong
tin; D01 ing ctru su ¢0 an ninh mang mang cua tinh.

- Pon vi phéi hop: Trung tdm Ung ctru khan cap khong gian mang Viét
Nam thudc Cuc An ninh mang va phong, chong toi pham str dung cong nghé cao,
B0 Coéng an; cac co quan, don vi churc nang c6 lién quan.

- Thoi gian thuc hién: Thuong xuyén.

4.3. Cdic ndi dung, nhiém vu nham bao dim cdc diéu kién sin sang doi
pho, trng ciru, khac phuc sw co

Mua sim, nang cap, gia han ban quyén trang thiét bi, phan mém, cong cu,
phuong tién phuc vu ing ctru, khic phuc su ¢c0; chuan bi cac diéu kién bao dam,
du phong nhan luc, vt luc, tai chinh dé sén sang dbi pho tng ctru, khéc phuc kh1
su ¢ xay ra; to chuc hoat dong cua doi tng ctru su co, bd phan ung cuu su co;
thué dich vu k¥ thuét va t6 chirc, duy tri d6i chuyén gia tmg ctru su co; t6 chirc va
tham gia cac hoat dong cia mang [udi ing ctru su cO.

- Pon vi chu tri: Cong an tinh phéi hop céc s0, ban, nganh, doan thé cua
tinh; UBND cac xa, phuong. :

- Pon vi phoi hop Doanh nghlep cung cép dich vu an toan thong tin mang
(néu c6); Trung tAm Ung ctru khan cap khong gian mang Viét Nam thugc Cuc An
ninh mang va phong, chdng t6i pham sir dung cong nghé cao, Bd Cong an; cac co
quan, don vi chtrc ndng ¢o lién quan.

- Thoi gian thuc hién: Hang nam.

IV. KINH PHi THU'C HIEN

- Kinh phi thuc hién Ké hoach duoc bd tri tir nguén ngan sach hf?mg nam
cua tinh bao dam cho hoat dong ing phé su c¢o an ninh mang, an toan thong tin
va cac nguon kinh phi hop phéap khac theo quy dinh cua phap luat.
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- Chii quan hé thdng thong tin phai b tri kinh phi dé thuc hién Ké hoach,
phuong an tmg ciru su ¢d, du phong kinh phi xtr 1y sy ¢d, khac phuc hau qua, khoi
phuc dir liéu va hoat dong binh thuong cua hé théng thong tin ciia minh.

V. TO CHUC THU'C HIEN

1. Cac sd, ban, nganh, doan thé; UBND cac xa, phuwong

- Can ctr ndi dung K& hoach nay va tinh hinh thuc té tai co quan, don Vi,
dia phuong xay dung, ban hanh K& hoach Ung phé su ¢6, bao dam an toan thong
tin mang, ndi dung theo hudng dan tai Phu luc 3 ctia Thong tu 20/2017/TT-
BTTTT ngay 12/9/2017 cuia Bo Théng tin va Truyén thong (nay 1a Bo Khoa hoc
va Cong nghé) theo thdm quyén quan 1y va té chic trién khai cac nhiém vu vé
ung pho su ¢6, bao dam an toan thong tin mang theo dung tién do, chat lugng,
hiéu qua.

- Ul tién bé tri ngudn luc (nhdn luc, kinh phi) va diéu kién dé trién khai
hoat dong Uing ctru su c¢b an ninh mang, an toan thong tin trong hoat dong ndi bo
clia co quan, to chirc va linh vuc quan ly. Xay dung ndi dung, 1ap du ton kinh
phi thuc hién cac nhiém vu ve ung pho su cd, bao dam an toan thong tin mang
clia co' quan, don vi minh hang nim dé 6 chuc trién khai thuc hién, tranh chéng
chéo, lang phi.

- Phén cong lanh dao phu trach; thanh 1ap hodc chi dinh bo phan dau moi;
bd tri can b, cong chirc, vién chirc chuyén trach thuc hién cong tac bao dam an
ninh mang, an toan thong tin tai co quan, don vi trong pham vi quan ly. Hang quy
hodc khi cé su thay ddi céan bo, cong chuc, vién chuc chuyén trach vé an toan
théng tin mang tai co quan, don vi hodc dang la thanh vién tham gia Doi Ung ctru
su ¢b an ninh ‘mang cua tinh thi don vi kip thoi thong bao vé Phong An ninh mang
va phong, chong toi pham su dung cong nghé cao, Cong an tinh (¢ cung cap day dii
cdc thong tin, gom: Ho va tén; Cap bdc; Chirc vu; Pon vi cong tdc; S6 dién thoai;
Email,...)

- Thue hién danh gia, xac dinh cip do, 1ap ho so dé xuat cép do an toan hé
thdng théng tin theo quy dinh tai Didu 13, Piéu 14 va Diéu 15 Nghi dinh s6
85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu va Thong tu s6 12/2022/TT-
BTTTT ngay 12/8/2022 cia B6 Thong tin va Truyén thong (nay la Bo Khoa hoc
va Cong nghg¢).

- Pinh ky (06 thang, 01 nam) hoic dot xuat, cac don vi bao cdo tinh hinh
g phé su ¢d, bao dam an ninh mang, an toan thong tin trong pham vi quéan ly
dé tong hop bao cao cap trén theo quy dinh.

- Ctr can bd tham gia day du cac chuong trinh huén luyén, dién tap va khéa
dao tao, tap huan vé tmg ctru su c6, bao dam an toan thong tin mang dé nang cao ky
ning va cong tac tham muu, trién khai giam sat, bao dam an toan thong tin mang.

- T6 chirc tuyén truyén, phd bién cac van ban quy pham phap luat, tai l1eu
hudng dan chuyén mén, cac hoat dong lién quan dén hoat dong tng ctru su c¢b an
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toan thong tin, ddm bao an ninh mang, an toan thong tin trén cac Trang/Cong
thong tin dién tu, cac phuong tién thong tin dai chung...

2. Cong an tinh

- Tham muu, trinh, Chu tich Uy, ban nhan dan tinh ban hanh Quyét dinh
thanh lap, kién toan Ddi Ung clru sy ¢d an ninh mang tinh Hung Yén.

- Thuc hién trach nhiém, quyén han cua don vi chuyén trach ing ctu sy cd
an toan thong tin mang theo Thong tu s6 20/2017/TT-BTTTT ngay 12/9/2017 cua
B6 Thong tin va Truyén thong (nay 1a B Khoa hoc va Cong nghé) va Quyét dinh
s0 332/QD-UBND ngay 18/7/2025 cua Uy ban nhan dan tinh Hung Yén.

o 5 Tham muu, t6 chtre thue thi, don dbc, kiém tra, danh gia, giam sat, huéng
dan cong tac bao dam an toan thong tin dinh ky hang nam hoéc theo chi dao cua
Chu tich UBND tinh doi vdi cac co quan nha nudc trén dia ban tinh.

- Tham dinh, phé duyét hoac cho y kién vé mat chuyén mén d6i voi ho so
dé xuat cip do an toan hé thong thong tin theo tham quyén quy dinh tai khoan 1,
2 Piéu 12, khoan 5 Diéu 15 ctia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016
cua Chinh phu va huéng de}n tai Thong tu s6 12/2022/TT- BTTTT ngay 12/8/2022
cua Bo Thong tin va Truyén thong (nay 1a B Khoa hoc va Cong nghé).

- Binh ky (06 thang, 01 nam) hodc dot xudt, tong hop bao cdo két qua thuc
hién ing pho su o, bao dam an ninh mang, an toan thong tin trén dia ban tinh guri
Chu tich UBND tinh, B Cong an theo quy dinh.

- Rhéi hop céc don vi ¢6 lién quan t6 chirc tuyén truyén cac hoat dong tng
pho su co, bao dam an ninh mang, an toan théng tin trén cac trang/cong thong tin
dién tr cua tinh, cac fanpage, blog, dién dan, ..

- Nghién ctru, thiét 1ap kénh hotline 24/7 hd trg tmg ctru su c¢b an ninh mang
trén nén tang ung dung bao mat (Signet); huéng dan thanh vién Doi Ung ctru sy
cb an ninh mang tinh tham gia.

- Xay QL.rng ndi dung, lap du toan kinh phi bao dam cho hoat dong ctia D01
ung cuu sy ¢O an ninh mang cua tinh.

3. S¢ Khoa hgc va Cong nghé

-To chue trlen khai, xay dung, quan ly, van hanh ha tang mang, trung tam
dit liéu, ha ting, nén tang, co sé dit liéu ding chung, phuc vu chuyén doi so, ing
dung cong nghé thong tin; phdi hgp Cong an tinh trong thuc hién coéng tac dam
bao an toan thong tin ddi voi hé théng thong tin tap trung, dung chung cua tinh.

- Cur can b ¢6 trinh d9, kinh nghiém tham gia xtr ly, ing ctru céc su cb vé
an toan thong tin, an ninh mang xay ra trén dia ban tinh Hung Yén khi c6 yéu cau
cta don vi diéu phoi.

- Phéi hop vé6i Cong an tinh trong cong tac giam sat an toan thong tin doi
v6i hé thong thong tin tai Trung tam tich hop dir lidu; kip thoi trao d6i Cong an
tinh thong tin lién quan dén cac su cb gdy mat an ninh mang, an toan thong tin dbi
v6i hé thdng thong tin tap trung, ding chung cua tinh.
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- Phéi hop céc co quan, don vi, dia phu’orng trién khai thyuc hién hiéu qua
cong tac tuyén truyen, pho bién phap luat vé an toan thong tin, an ninh mang.

4. S& Tai chinh

Can ctr kha nang can d6i ciia Ngan sach dia phuong, Phéi hop véi cac co
quan, don vi ¢6 lién quan tong hop, tham muu UBND tinh bo tri kinh phi dé thuc
hién K¢ hoach theo quy dinh cua Luat Ngan sach nha nudc va cac van ban hudng
dan co6 lién quan.

5. Trong qua trinh thuc hién néu c6 khé khin, vudng mic, dé nghi cac co
quan, don vi, dia phuong kip thoi trao doi Cong an tinh (qua Phong An ninh mang
va phong, chong toi pham swr dung cong nghé cao) dé bao cdo Chu tich Uy ban
nhan dan tinh cé hudng chi dao giai quyet, xu ly. Giao Cong an tinh chu tri, giup
Chu tich UBND tinh theo ddi, huéng dan, kiém tra, don doc viéc thuc hién va
tong hop bao céo theo quy dinh./. i

Noi nhn: , TM. UY BAN NHAN DAN
- Trung tdm An ninh mang Quoc gia; KT. CHU TICH
(qua A05 - B6 Céng an) 7 2 e
- Chu tich, cac PCT UBND tinh; PHO CHU TICH THUE\%EAEEEE YEN
e UY BAN NHAN DAN TINH HUNG YEN

- Céc s0, ban, nganh, doan thé;

- Lanh dao VP UBND tinh;

- UBND céc xa, phuong;

- Céc doanh nghiép cung cap dich vu vién thong,
Internet trén dia ban tinh Hung Yén;

- Luu: VT, CVNCTwone, CAT(PAos-Bz%
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